Chapter 3
CONVENTIONAL ENCRYPTION

3.1 CONVENTIONAL ENCRYPTION TECHNIQUES

Conventional encryption also called as symmetric key encryption or
single key encryption. A symmetric encryption scheme has five
ingredients:

e Plaintext: This is the original intelligible message or data that is fed into the algorithm as input.

e Encryption algorithm: The encryption algorithm performs various substitutions and
transformations on the plaintext.

e Secret key: The secret key is also input to the encryption algorithm. The key is a value
independent of the plaintext and of the algorithm. The algorithm will produce a different output
depending on the specific key being used at the time. The exact substitutions and transformations
performed by the algorithm depend on the key.

e Ciphertext: This is the scrambled message produced as output. It depends on the plaintext and
the secret key. For a given message, two different keys will produce two different ciphertexts. The
ciphertext is an apparently random stream of data and, as it stands, is unintelligible.

e Decryption algorithm: This is essentially the encryption algorithm run in reverse. It takes the
ciphertext and the secret key and produces the original plaintext.
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Figure 3. Simplified Model of Conventional Encryption



Cryptography

Cryptographic systems are characterized along three independent dimensions:

1. The type of operations used for transforming plaintext to ciphertext. All encryption
algorithms are based on two general principles: substitution, in which each element in the plaintext
(bit, letter, group of bits or letters) is mapped into another element, and transposition, in which
elements in the plaintext are rearranged. The fundamental requirement is that no information be
lost (that is, that all operations are reversible).

2. The number of keys used. If both sender and receiver use the same key, the system is referred
to as symmetric, single-key, secret-key, or conventional encryption. If the sender and receiver use
different keys, the system is referred to as asymmetric, two-key, or public-key encryption.

3. The way in which the plaintext is processed. A block cipher processes the input one block of
elements at a time, producing an output block for each input block. A stream cipher processes the
input elements continuously, producing output one element at a time, as it goes along.

Cryptanalysis

Typically, the objective of attacking an encryption system is to recover the key in use rather then
simply to recover the plaintext of a single ciphertext. There are two general approaches to attacking
a conventional encryption scheme:

e Cryptanalysis: Cryptanalytic attacks rely on the nature of the algorithm plus perhaps some
knowledge of the general characteristics of the plaintext or even some sample plaintext-ciphertext
pairs. This type of attack exploits the characteristics of the algorithm to attempt to deduce a specific
plaintext or to deduce the key being used.

e Brute-force attack: The attacker tries every possible key on a piece of ciphertext until an
intelligible translation into plaintext is obtained. On average, half of all possible keys must be tried
to achieve success.

3.2 Classical Encryption Techniques
The various classical encryption techniques are classified as

1. Symmetric encryption: It is a form of cryptosystem in which encryption and decryption are
performed using the same key. It is also known as conventional encryption. @ Symmetric
encryption transforms plaintext into ciphertext using a secret key and an encryption
algorithm. Using the same key and a decryption algorithm, the plaintext is recovered from
the ciphertext. The two types of attack on an encryption algorithm are cryptanalysis, based
on properties of the encryption algorithm, and brute-force, which involves trying all
possible keys.

2. Substitution techniques: Substitution techniques map plaintext elements (characters, bits)
into ciphertext elements.

3. Transposition techniques systematically transpose the positions of plaintext elements.

4. Rotor machines are sophisticated precomputer hardware devices that use substitution
techniques.

5. Steganography is a technique for hiding a secret message within a larger one in such a way
that others cannot discern the presence or contents of the hidden message.



3.2.1. Symmetric Cipher Model

A symmetric encryption scheme has five ingredients:

e Plaintext: This is the original intelligible message or data that is fed into the algorithm as input.

e Encryption algorithm: The encryption algorithm performs various substitutions and
transformations on the plaintext.

e Secret key: The secret key is also input to the encryption algorithm. The key is a value
independent of the plaintext and of the algorithm. The algorithm will produce a different output
depending on the specific key being used at the time. The exact substitutions and transformations
performed by the algorithm depend on the key.

e Ciphertext: This is the scrambled message produced as output. It depends on the plaintext and
the secret key. For a given message, two different keys will produce two different ciphertexts. The
ciphertext is an apparently random stream of data and, as it stands, is unintelligible.

e Decryption algorithm: This is essentially the encryption algorithm run in reverse. It takes the
ciphertext and the secret key and produces the original plaintext.
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Cryptography
Cryptographic systems are characterized along three independent dimensions:
3The type of operations used for transforming plaintext to ciphertext. All encryption
algorithms are based on two general principles: substitution, in which each element in the
plaintext (bit, letter, group of bits or letters) is mapped into another element, and transposition, in
which elements in the plaintext are rearranged. The fundamental requirement is that no
information be lost (that is, that all operations are reversible).
4 The number of keys used. If both sender and receiver use the same key, the system is referred
to as symmetric, single-key, secret-key, or conventional encryption. If the sender and receiver use
different keys, the system is referred to as asymmetric, two-key, or public-key encryption.
5 The way in which the plaintext is processed. A block cipher processes the input one block of
elements at a time, producing an output block for each input block. A stream cipher processes the
input elements continuously, producing output one element at a time, as it goes along.

Cryptanalysis
Typically, the objective of attacking an encryption system is to recover the key in use rather then
simply to recover the plaintext of a single ciphertext. There are two general approaches to attacking
a conventional encryption scheme:
e Cryptanalysis: Cryptanalytic attacks rely on the nature of the algorithm plus perhaps some
knowledge of the general characteristics of the plaintext or even some sample plaintext-ciphertext
pairs. This type of attack exploits the characteristics of the algorithm to attempt to deduce a specific
plaintext or to deduce the key being used.
e Brute-force attack: The attacker tries every possible key on a piece of ciphertext until an
intelligible translation into plaintext is obtained. On average, half of all possible keys must be tried
to achieve success.



3.2.2 Substitution Techniques

Substitution technique is one in which the letters of plaintext are replaced by other letters
or by numbers or symbols. If the plaintext is viewed as a sequence of bits, then substitution
involves replacing plaintext bit patterns with ciphertext bit patterns.

a. Caesar Cipher
The earliest known use of a substitution cipher, and the simplest, was by Julius Caesar. The
Caesar cipher involves replacing each letter of the alphabet with the letter standing three
places further down the alphabet.

For example,

plain: meet me after the toga party

cipher: PHHW PH DIWHU WKH WRJD SDUWB

Note that the alphabet is wrapped around, so that the letter following Z is A. We can define
the transformation by listing all possibilities, as follows:

| plaintabcdefghijklmnopqrstuvwxyz

| cipher: DEFGHIJKLMNOPQRSTUVWXYZABC

Let us assign a numerical equivalent to each letter:

012345678910111213141516171819202122232425

abcdefghijklmnopqrstuvwxyz

Then the algorithm can be expressed as follows. For each plaintext letter p, substitute the ciphertext
letter C:

| We define a mod n to be the remainder when a is divided by n. For example, 11 mod 7 = 4.

C=E(3,p)=(p+3)mod 26
A shift may be of any amount, so that the general Caesar algorithm is
C=E(k p)=(p+k)mod 26
where k takes on a value in the range 1 to 25. The decryption algorithm is simply
p=D(k,C)=(C-k)mod 26
If it is known that a given ciphertext is a Caesar cipher, then a brute-force cryptanalysis is
easily performed: Simply try all the 25 possible keys.



b. Monoalphabetic Ciphers

With only 25 possible keys, the Caesar cipher is far from secure. A dramatic increase in the key
space can be achieved by allowing an arbitrary substitution. If, instead, the "cipher" line can be any
permutation of the 26 alphabetic characters, then there are 26! or greater than 4 x 1026 possible
keys. This is 10 orders of magnitude greater than the key space for DES and would seem to
eliminate brute-force techniques for cryptanalysis. Such an approach is referred to as a
monoalphabetic substitution cipher, because a single cipher alphabet (mapping from plain
alphabet to cipher alphabet) is used per message.

There is, however, another line of attack. If the cryptanalyst knows the nature of the

plaintext (e.g., noncompressed English text), then the analyst can exploit the regularities of the
language. As a first step, the relative frequency of the letters can be determined and compared to a
standard frequency distribution for English. If the message were long enough, this technique alone
might be sufficient, but because this is a relatively short message, we cannot expect an exact match.
Letters are not equally commonly used. In English E is by far the most common letter followed by
T,R,N,],0,A,S other letters like Z,],K,Q,X are fairly rare.

Monoalphabetic ciphers are easy to break because they reflect the frequency data of the
original alphabet. A countermeasure is to provide multiple substitutes, known as homophones, for a
single letter. For example, the letter e could be assigned a number of different cipher symbols, such
as 16, 74, 35, and 21, with each homophone used in rotation, or randomly. If the number of symbols
assigned to each letter is proportional to the relative frequency of that letter, then single-letter
frequency information is completely obliterated.

c. Playfair Cipher
The best-known multiple-letter encryption cipher is the Playfair, which treats diagrams in the
plaintext as single units and translates these units into ciphertext diagrams.



The Playfair algorithm is based on the use of a 5 x 5 matrix of letters constructed using a keyword.
Here is an example, solved by Lord Peter Wimsey in Dorothy Sayers's Have His Carcase:

M 0 N A R
C H Y B D
E F G 1/] K
L P Q S T
U Vv w X Z

In this case, the keyword is monarchy. The matrix is constructed by filling in the letters of
the keyword (minus duplicates) from left to right and from top to bottom, and then filling in the
remainder of the matrix with the remaining letters in alphabetic order. The letters I and ] count as
one letter. Plaintext is encrypted two letters at a time, according to the following rules:

1. Repeating plaintext letters that are in the same pair are separated with a filler letter, such as x, so
that balloon would be treated as ba Ix 1o on.

2. Two plaintext letters that fall in the same row of the matrix are each replaced by the letter to the
right, with the first element of the row circularly following the last. For example, ar is encrypted as
RM.

3. Two plaintext letters that fall in the same column are each replaced by the letter beneath, with
the top element of the column circularly following the last. For example, mu is encrypted as CM.

4. Otherwise, each plaintext letter in a pair is replaced by the letter that lies in its own row and the
column occupied by the other plaintext letter. Thus, hs becomes BP and ea becomes IM (or JM, as
the encipherer wishes).

The Playfair cipher is a great advance over simple monoalphabetic ciphers. For one thing,
whereas there are only 26 letters, there are 26 x 26 = 676 digrams, so that identification of
individual digrams is more difficult. Furthermore, the relative frequencies of individual letters
exhibit a much greater range than that of digrams, making frequency analysis much more difficult.

d. Hill Cipher

Another interesting multiletter cipher is the Hill cipher, developed by the mathematician
Lester Hill in 1929. The encryption algorithm takes m successive plaintext letters and substitutes
for them m ciphertext letters. The substitution is determined by m linear equations in which each
character is assigned a numerical value (a = 0, b = 1 .. z = 25). For m = 3, the system can be
described as follows:

c1= (ki1p1 + k122 + ki3p3) mod 26

C2 = (k21p1 + ka2p2 + k23p3) mod 26

c3= (ksip1 + kszp2 + k3zps) mod 26
This can be expressed in term of column vectors and matrices:

€ ku ki ki \ [P
Cy | = f{-3| kzg f(g_ﬁ, s mod 26
€3 ka ko kn/ \m

or



C=KP mod 26
where C and P are column vectors of length 3, representing the plaintext and ciphertext, and K is a
3 x 3 matrix, representing the encryption key. Operations are performed mod 26.
For example, consider the plaintext "paymoremoney" and use the encryption key

17 17 5
K=|21 18 21
2 2 10
The first three letters of the plaintext are represented by the vector
15 15 375 11
0 |.Then K| 0 | =819 |mod26 =] 13 | = LNS. Continuing in this fashion,
24 24 486 18

the ciphertext for the entire plaintext is LNSHDLEWMTRW.

Decryption requires using the inverse of the matrix K. The inverse K! of a matrix K is defined by the
equation KK! = K!K = I, where I is the matrix that is all zeros except for ones along the main
diagonal from upper left to lower right. The inverse of a matrix does not always exist, but when it
does, it satisfies the preceding equation.

e. Polyalphabetic Ciphers
Another way to improve on the simple monoalphabetic technique is to use different
monoalphabetic substitutions as one proceeds through the plaintext message. The general name for
this approach is polyalphabetic substitution cipher. All these techniques have the following
features in common:
i.  Asetofrelated monoalphabetic substitution rules is used.
ii. A keydetermines which particular rule is chosen for a given transformation.

The best known, and one of the simplest, such algorithm is referred to as the Vigenere cipher. In
this scheme, the set of related monoalphabetic substitution rules consists of the 26 Caesar ciphers,
with shifts of 0 through 25. Each cipher is denoted by a key letter, which is the ciphertext letter that
substitutes for the plaintext letter a. Thus, a Caesar cipher with a shift of 3 is denoted by the key
value d.

To aid in understanding the scheme and to aid in its use, a matrix known as the Vigenere
tableau is constructed. Each of the 26 ciphers is laid out horizontally, with the key letter for each
cipher to its left. A normal alphabet for the plaintext runs across the top. The process of encryption
is simple: Given a key letter x and a plaintext letter y, the ciphertext letter is at the intersection of
the row labeled x and the column labeled y; in this case the ciphertext is V.

To encrypt a message, a key is needed that is as long as the message. Usually, the key is a
repeating keyword. For example, if the keyword is deceptive, the message "we are discovered save
yourself" is encrypted as follows:

key: deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveyourself
ciphertext: ZICVTWQNGRZGVTWAVZHCQYGLMG]

Decryption is equally simple. The key letter again identifies the row. The position of the
ciphertext letter in that row determines the column, and the plaintext letter is at the top of that
column. The strength of this cipher is that there are multiple ciphertext letters for each plaintext
letter, one for each unique letter of the keyword. Thus, the letter frequency information is obscured.
However, not all knowledge of the plaintext structure is lost.



Example of Vigenere cipher
1. write the plaintext out
2. write the keyword repeated above it
3. use each key letter as a caesar cipher key
4. encrypt the corresponding plaintext letter
eg using keyword deceptive
key:  deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveyourself

ciphertext: ZICVITWQNGRZGVTWAVZHCQYGLMG]

b. Autokey Cipher:

The periodic nature of the keyword can be eliminated by using a nonrepeating keyword
that is as long as the message itself. Vigenére proposed what is referred to as an autokey system, in
which a keyword is concatenated with the plaintext itself to provide a running key. For our

example,
key: deceptivewearediscoveredsav
plaintext: wearediscoveredsaveyourself

ciphertext: ZICVTWQNGKZEIIGASXSTSLVVWLA
Even this scheme is vulnerable to cryptanalysis. Because the key and the plaintext share the
same frequency distribution of letters, a statistical technique can be applied.

¢. One-Time Pad
An Army Signal Corp officer, Joseph Mauborgne, proposed an improvement to the Vernam
cipher that yields the ultimate in security. Mauborgne suggested using a random key that is as long
as the message, so that the key need not be repeated. In addition, the key is to be used to encrypt
and decrypt a single message, and then is discarded. Each new message requires a new key of the
same length as the new message. Such a scheme, known as a one-time pad, is unbreakable. It
produces random output that bears no statistical relationship to the plaintext. Because the
ciphertext contains no information whatsoever about the plaintext, there is simply no way to break
the code.
The one-time pad offers complete security but, in practice, has two fundamental difficulties:
i. There is the practical problem of making large quantities of random keys. Any
heavily used system might require millions of random characters on a regular
basis. Supplying truly random characters in this volume is a significant task.

ii. Even more daunting is the problem of key distribution and protection. For every message to
be sent, a key of equal length is needed by both sender and receiver. Thus, a mammoth key
distribution problem exists.

Because of these difficulties, the one-time pad is of limited utility, and is useful primarily for

low-bandwidth channels requiring very high security.




3.2.3 Transposition Techniques

All the techniques examined so far involve the substitution of a ciphertext symbol for a
plaintext symbol. A very different kind of mapping is achieved by performing some sort of
permutation on the plaintext letters. This technique is referred to as a transposition cipher.
The simplest such cipher is the rail fence technique, in which the plaintext is written down
as a sequence of diagonals and then read off as a sequence of rows. For example, to encipher the
message "meet me after the toga party” with a rail fence of depth 2, we write thefollowing:
mematrhtgpry
etefeteoaat

The encrypted message is
MEMATRHTGPRYETEFETEOAAT

This sort of thing would be trivial to cryptanalyze. A more complex scheme is to write the
message in a rectangle, row by row, and read the message off, column by column, but permute
the order of the columns. The order of the columns then becomes the key to the algorithm. For
example,

Key:4312567

Plaintext:attackp

ostpone

duntilt

woamxyz

Ciphertext: TTNAAPTMTSUOAODWCOIXKNLYPETZ

A pure transposition cipher is easily recognized because it has the same letter frequencies
as the original plaintext. For the type of columnar transposition just shown, cryptanalysis is fairly
straightforward and involves laying out the ciphertext in a matrix and playing around with column
positions. Digram and trigram frequency tables can be useful. The transposition cipher can be made
significantly more secure by performing more than one stage of transposition. The result is a more
complex permutation that is not easily reconstructed.

3.3 Steganography

A plaintext message may be hidden in one of two ways. The methods of steganography
conceal the existence of the message, whereas the methods of cryptography render the message
unintelligible to outsiders by various transformations of the text.

A simple form of steganography, but one that is time-consuming to construct, is one in
which an arrangement of words or letters within an apparently innocuous text spells out the real
message. For example, the sequence of first letters of each word of the overall message spells out
the hidden message.

Various other techniques have been used historically; some examples are the following:

e Character marking: Selected letters of printed or typewritten text are overwritten in pencil. The
marks are ordinarily not visible unless the paper is held at an angle to bright light.

e Invisible ink: A number of substances can be used for writing but leave no visible trace until heat
or some chemical is applied to the paper.

e Pin punctures: Small pin punctures on selected letters are ordinarily not visible unless the paper
is held up in front of a light.

e Typewriter correction ribbon: Used between lines typed with a black ribbon, the results of
typing with the correction tape are visible only under a strong light.



One of the method is hiding a message by using the least significant bits of frames on a CD.
For example, the Kodak Photo CD format's maximum resolution is 2048 by 3072 pixels, with each
pixel containing 24 bits of RGB color information. The least significant bit of each 24-bit pixel can be
changed without greatly affecting the quality of the image. The result is that you can hide a 2.3-
megabyte message in a single digital snapshot.

Steganography has a number of drawbacks when compared to encryption. It requires a lot
of overhead to hide a relatively few bits of information, although using some scheme like that
proposed in the preceding paragraph may make it more effective. Also, once the system is
discovered, it becomes virtually worthless. This problem, too, can be overcome if the insertion
method depends on some sort of key. Alternatively, a message can be first encrypted and then
hidden using steganography.

The advantage of steganography is that it can be employed by parties who have something
to lose should the fact of their secret communication (not necessarily the content) be discovered.
Encryption flags traffic as important or secret or may identify the sender or receiver as someone
with something to hide.
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